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1
Decision/action requested

This pCR proposes a Key Issue on ‘Security Context handling issues with AMF re-allocation’ to TR 33.864
2
References

[1]
3GPP TS 23.502 ‘Procedures for the 5G System (5GS)’, Rel.16.
[2]
SP-200721, “Study on the security of AMF re-allocation. 

[3]
TS 33.501, ‘Security architecture and procedures for 5G System’, Rel.16.
[4]
C1-206582, ‘LS on Clarification on processing of messages after NAS security establishment’.
3
Rationale

SA2 TS 23.502 Clause 4.2.2.2.3 Registration with AMF re-allocation states that, ‘When an AMF receives a Registration request, the AMF may need to reroute the Registration request to another AMF, e.g. when the initial AMF is not the appropriate AMF to serve the UE.’. In this case, the NAS message received from the UE is rerouted to another target AMF either directly over the AMF-to-AMF interface i.e. N14, or via RAN. Related to this scenario, SA3 has agreed the SID on ‘Study on the security of AMF re-allocation’ in the last SA3#100e meeting.
The SID insists that, during the work on Release 16, the need to support the indirect reroute procedure for registered UEs has become apparent. The intention is to enable deployment scenarios with stricter slice isolation requirements on the core network, for example where the AMFs are unable to communicate with each other. Therefore, for deployments that require strict slice isolation, no N14 interface may be supported and so direct reroute and retrieval of UE NAS security context is not possible. This pCR provides the related KI on Security context handling issues with AMF re-allocation.  
In the last meeting, there was a discussion related to UE behaviour in handling unprotected NAS signalling messages after NAS security establishment with respect to the messages listed in bullets a) to g) in 4.4.4.2 of 3GPP TS 24.501 (CT1 spec). The Reply LS from CT1 [4], clarifies that, ‘the messages listed in bullets a) to g) cannot be processed by the UE without successful integrity check, after the secure exchange of NAS messages has been established’, with this it is clear and evident that the security context handling issue need to be studied for the sceanrios related to AMF reallocation via RAN and lack of N14 support among AMFs due to strict slice isolation requirements.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.864.
*****Start of Change*****
5.X
Key Issue #X: Security Context handling issues with AMF re-allocation

5.X.1
Key issue details

The 5G System supports a registration procedure with AMF re-allocation when the initial AMF is not the appropriate AMF to serve the UE as specified in TS 23.502. The initial AMF, based on local policy and subscription information, may decide to forward the NAS message to the target AMF via (R)AN. In case of deployments with strict slice isolation, no N14 interface may be supported between initial AMF and target AMF (i.e., reallocated one). In the absence of N14 interface, the target AMF will not be able to fetch the NAS security context from the initial AMF to handle the UE’s Registration Request and so the reroute via RAN option impacts the following 2 scenarios.

Scenario 1– Initial Registration procedure: The initial AMF establishes NAS security with the UE after a successful primary authentication. The AMF reallocation and reroute of initial UE message via RAN happens. The Target AMF receives only the rerouted NAS message (i.e., Initial UE message - Registration Request) and it is not feasible for the target AMF to fetch the security context from the initial AMF to handle the rerouted NAS message of UE with any of UE’s establised NAS security context. If the Target AMF sends any unprotected NAS message to the UE, the UE will not process the unprotected NAS signalling as the NAS security has been already established for the UE with the initial AMF and so the UE will reject the unprotected NAS message if any sent by the Target AMF leading to registration failure and service availability issues.
Scenario 2–Mobility Registration Update: Once the UE is registered and established security with an initial AMF (which is a Source AMF later on), on UE’s mobility to a different area, the UE sends the Registration Request of type ‘mobility registration update’ to another initial AMF, where an AMF reallocation and a reroute via RAN may occur. Meanwile, the target AMF in the absence of N14 interface cannot also fetch UE security context (i.e., NAS security context) from the initial AMF or Source AMF (due to strict slice isolation requirements) and cannot handle the received ‘Registration Request’ message which is both integrity and confidentiality protected leading to service failure as discussed in scenario 1.

Here for the second scenario, there is one more possibility that can end up in service failure due to lack of N14 support and strict slice isolation requirements, i.e., the initial AMF receving the protected registration request cannot fetch related UE NAS security context from the source AMF if no N14 is supported between initial AMF and Source AMF.

Therefore, the study needs to carefully take into account all possible scenarios impacted due to AMF reallocation and re-routing via RAN features, lack of N14 interface between AMFs (due to slice isolation requirements) and study the possible solution(s) to address security context handling issues.

5.X.2
Security threats

Lack of access to UE security context for a Reallocated AMF (Target AMF) can impact the UE service availability (i.e., leading to registration failure and service failure).

5.X.3
Potential security requirements

The 3GPP system shall enable appropriate means to provision UE security context to the reallocated AMF(s) with strict slice isolation requirements.

The potential solution(s) shall not impact Rel-15 and Rel-16 Security Architectures.
*****End of Change*****
